and Russia in particular (even after accounting for all the changes that have taken place
since the breakup of the Soviet Union) is quickly coming into conflict with the benefits
of science and technology. The humanity now stands on the brink of self-destruction
at the hand of its own intellect-inspired inventions, while still failing to gain an understanding of principles of its own development to prevent a systemic crisis and ensure
peace and prosperity worldwide.
In the words of Russian Foreign Ministry official Andrei Krutskikh, "the international community clearly intends to take precautions against the cyber-genie, to prevent
it from wreaking havoc by exacerbating confrontation on the international arena, lending it new formats, by destabilizing social development." But how can this be done? To
complicate matters even further, the "cyber-genie" has in fact already been released. In
one of the examples demonstrating the "genie"'s activities, hackers have stolen more
than USD 1 billion from bank accounts to date. Consequences of loss of data are an
even bigger threat. Various business organizations store huge amounts of data on their
networks, ranging from confidential customer information to intellectual property and
information about financial transactions. Private-sector business organizations worldwide spend U S D 1.1 trillion per annum on information assets. Therefore, data loss can
have catastrophic consequences.
I have provided these examples to illustrate the magnitude of responsibility for the
consequences of decisions made to use various information technologies, to build an
information-centric society, especially if they do not take into consideration the underlying objective universal laws that apply worldwide and form the foundation for development of the human system.
Consequently, the main condition for building an information society and addressing problems facing the economy and the private sector, and also for ensuring information security at the same time is the Knowledge of objective root causes of the global
systemic crisis, the search for a crises-free way of development, and the creation of an
appropriate development model for the human community that would not be at odds
with scientific and technological advances of the 21 century.
We have developed a new methodology for understanding of the principles of human community development, making it possible to analyze, compare and measure
global trends reflecting deeper processes which are still hidden from researchers' view,
provide a conclusive comprehensive, integrative evaluation and identify the desired
model of organization of life. The essence of the new methodology, in a nutshell, is as
follows:
- The objective goal of the human system development has been identified: to satisfy the supreme need of a human being to become perfect in spiritual, intellectual and
physical terms, achieving a higher level of cognition at the same time;
- The need for using a holistic, comprehensive, systematic, interdisciplinary approach to exploring all aspects of development of the human system has been confirmed;
- A common metric for measuring and comparing all processes and phenomena time - has been identified;
- A common criterion for measuring the efficiency of human system development
has been identified - the time elapsed between the emergence of the need to realize a
common development objective and the reality the society - or every individual - is living in at any point in time, in any sense, in respect of this objective. If the time between
the emergence of a need of a specific individual and its gratification is asymptotic, tends
to become shorter over time, and to evolve, the human system is developing efficiently
with regard to its goal.
In theoretical terms, according to the new methodology, the time between the emergence of a need and its gratification (achieving the objective) represents the time vector
(or the time axis) from infinity in zero. Development and humanity and its various structures at all levels and cross-sections, down to a single individual, is mapped out on this
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vector at different points, and at any point the time between the emergence of a need and
its gratification can shrink or decrease, getting closer to or farther away from the desired
goal. The time vector is a linear perception of an issue, and it can be used if a human
community's life is seen statically, at a given point in time. In effect, things get much
more complicated in real life, when everything changes over time. The time between the
emergence of a need and its gratification is currently different for different communities, different both for a given point in time and for a dynamic process. Furthermore, the
processes of change in time can be positive or negative, cyclical or wave-like, direct or
reversed. If one were to consider these processes as they apply to an individual rather
than communities or countries, the possible values of this multiplicity would probably
vary across a range of several orders of magnitude. Thus, every individual lives in a sort
of a personal space and is affected by his or her own centrifugal and centripetal forces,
amidst a constant Brownian movement, in his or her own microcosm distinct and different from that of the others.
If follows from this that if civilizations, peoples, countries, small or large communities and individuals exist in different linear and spherical temporal space, they have
different level of cognition and would never be able to reconcile their interests, they
would never be capable of understanding each other. The greater the distance that separates them, the more difficult or even impossible would it be to establish a dialog between them and ensure lasting peace. This is the fundamental reason for conflicts, wars,
displacing entire communities and forcing them to migrate across the planet on their
quest for a better life, which, in turn, causes political, economic, inter-ethnic and interreligious tensions and exacerbates the "crisis of multiculturalism." This is the reason
why all the humanity's troubles arise and get worse. It follows from this that economic
crises in the course of development of the global civilization, wars, terrorism, natural
and techno logy-triggered disasters, intercultural, interethnic and inter-religious contradictions are the result of universal laws that apply to both nature and society. Moreover,
as long as individuals find themselves in disparate linear and spherical temporal space,
it would still appear that many different localized civilizations coexist, which are dissimilar and based on different mentalities. That was the approach taken by O. Spengler
and S. Huntington.
But most importantly, a new methodological toolset described in great detail in the
book Forecasting the Future: A new Paradigm and in numerous articles published in
Russia and overseas [2-8; 10], has made it possible to:
- Step outside the entire human system and see it as a coherent unity of the past, the
present, and the future in the context of an objective developmental goal;
- Not rely on empirical and subjective date from the past and the present and develop an objective understanding of the picture of the human system development depending on whether it is positively or negatively targeting a common goal;
- Get an understanding of the human system development depending on whether it
is positively or negatively targeting the common goal.
Figure 1 shows a schematic of development of the human community.
The schematic shows how, when and which development paradigm takes shape
along or around the temporal axis between emergence of a need and its gratification.
when the time is zero._
Because of limited space afforded by article format, a condensed description follows. The whole history of humanity can be divided into three stages.
Stage One is characterized by domination of the First Paradigm of Development.
Its key characteristic is a direct, immediate link between production and consumption.
The time between the emergence of an individual's need and its gratification was minimal. As humanity began to develop manual labour skills, it consumed everything that
was produced at that level. Consequently, the time between the emergence of an individual's need and its gratification was minimal. This was a pre-industrial production

mode for one's one needs and at the request of specific consumers within one's household (artisan production).
As basic technologies were introduced, leading to division of labour, to the appearance of markets, a class of intermediaries (merchants) and a commonly accepted medium of exchange for the trade in the products of this labour - money, accompanied by
gradual geographic expansion and development of international trade led to the shaping
of the second development paradigm.
Development of this paradigm, with mediated connection between production and
consumption
at its core (mediated in time and space) sped up as the human sociality
moved up to industrial production.
The Industrial Revolution, with its eras of steam, railroads, steel, electricity and heavy
industry, petroleum, the automobile, and mass production of goods led to creation of an
infrastructure to connect with the consumer. It included a network of roads, ports, retail
outlets (from small mom-and-pop stores to some of the largest shopping malls and highly
mechanized warehouses and such) were the key milestones in this progress.
Mass assembly-line industrial production emerged, combined with development of
domestic and international trade and geographic expansion up to the worldwide, global
level, and mass consumption.
This production mode targets satisfying the demand and needs of an abstract endconsumer via a spontaneous, archaic, market-based, mediated format of connection
with a specific individual which is characterized by extended time and space of this
connection.
In these conditions, the uncertainty of consumption has led to an increasing global
mismatch between the time of production and the time delivery and exchange of goods
for money, until they grew completely out of synch. This time of delivery and exchange
is now many times greater than the time required for production of goods. The gap between the movement of material production factors and monetary compensation, both
in the physical and especially in the online world has become colossal.
The great achievement of scientists like Kitchin, Jugliar, Schumpeter, Kondratiev,
Perez and others was to see, on the basis of processing data about past events, that this
mass method of production was developing through overcoming barriers, through nonlinearity and chaos. Furthermore, some authors have seen reason to claim that cycles
and crises are an inevitable condition of development. And this is, indeed, correct! Unless we realize that all these phenomena are a natural product of the second development
paradigm!
Diogenes was correct when he said that whoever had invented the plough had done
humanity a disservice because it enabled people to produce more than they needed for
subsistence.
Thus, the crisis of the current life organization model with its connection between
production and consumption that is mediated in time and space began early on, just
when this model was first taking shape.
The emergence, starting from the 1970s, of information technologies and flexible
production systems did nothing to change this development paradigm, or establish a
nascent opportunity to establish a direct link between production and consumption and
match the interests of these two sides [of economic activity].
The essence of the second development paradigm is a mediated, removed (in both
time and space) connection between the various production technologies and the consumption of goods produced by a specific individuals. All the crises under this development paradigm took place at the peak of growing mismatch between the time of
emergence of a need and the time of its gratification. The ongoing systemic crisis is a
pinnacle of this development paradigm. Globalization as a product of the second development paradigm has begun to undermine itself almost as soon as it became a fact of
life.

Why did this happen? Globalization of all processes and free movement of ideas,
goods, money, and information is saddled with the remaining assembly-line method
of production targeted at an abstract mass consumer, with supply lines now spanning
a global scale. The time between the emergence of a need of a specific individual and
its gratification has become even longer. The various interests of the state, the private
sector, society and a specific individual now appear impossible to reconcile. These long
lead times create objective conditions for absolutely all the negative phenomena. Poverty and inequality, a primitive economy, growing prices and inflation, underdeveloped
production and trade, terrorism and corruption, rampant crime and exacerbation of international, interethnic and inter-confessional strife, natural anomalies and disasters,
cyber attacks and growing threats to information security and other dangers are all links
of the same chain and a product of the current development model. And the time factor is playing the most negative role in this mix. It is now quite impossible to reconcile
the interests of the state, society, private sector (businesses) and a specific individual.
Information technologies have become an end in itself for various players (banks, business corporations, government agencies and others), a means of creating global markets
and, especially, a means for manipulating individuals' perception, attitudes and ideas.
Inasmuch as this development model lacks the mechanisms for ensuring timely
feedback from the individual, it makes it impossible to resolve the vital problems of
creation and development of an information-centric society. Here is an example to demonstrate this. As Russia lacks domestic production of most goods and as e-commerce
and online banking are getting wider acceptance at the same time, this would create an
even greater disparity in the time and place connecting the goods production technologies and consumption of the goods by a specific individual, and an even greater time gap
between production and circulation (sale) of goods for money. For example, the Russian
online retail shopping market is becoming increasingly more appealing for international
companies. Russia is widely believed to be the third most attractive European, Asian,
or African market for expansion by international online retailers. Practical recommendations for international companies have even been published on how better to enter
the Russian online retail market. And as Russian consumers can see clearly that they
can get better deals from international online stores than at Russian retailers, the huge
amount of money paid for goods at these stores is leaving the country, instead of being
invested in domestic production and bolstering the government budget. Additionally,
Russia has risen in the annual information technology development rating calculated by
World Economic Forum experts, rising 21 positions in 2012 compared to the previous
year - from the 5 6 to the 7 7 spot; 58 % of Russians use the Internet, and online retail
is growing 50 % faster than in Europe. This trend is expected to accelerate even further
in 2012E. This would cause the gap between the time of manufacturing and circulation
(sale) of goods for money to widen sharply, further exacerbating the systemic crisis.
Consequently, it would be impossible to ensure information security at any companies,
industrial facilities, in cities, regions and the whole country.
th

th

This would be impossible to achieve even after introduction of all-purpose electronic cards, systems to enable electronic interaction between different agencies, to
provide electronic services in various spheres and to organize city-wide information
security systems, creation of electronic democracy procedures and developing a culture
of information security.
Thus, we see that in this age of orbital and escape velocities, which sees a heavyuse of digital, cognitive, nano and other technologies, we face extremely rapid changes
in economic and other realities, which are at odds with this model of production and
consumption, especially given this kind of connection with a specific individual, which
makes it impossible to bring the various conflicting interests into line with each other.
However, there is a different way that can eliminate the very root cause of a wideranging systemic crisis. At the current level of development of information, digital and
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other high technologies typical of the 21 century, there is now an opportunity to make
the transition to a direct link between production and consumption of goods. This means
that elimination of mismatches and bringing all processes into line in terms of time and
space would only be possible if the relations are synchronized and interests are brought
into line for every individual across the entire range of his or her spiritual and material
needs, with production of [goods or services satisfying] these needs would take place at
the individual's request precisely where this individual lives, and if nothing is produced
in excess of what has been actually ordered. After all, it is the individual him- or herself
who is the engine of development, the motivation the individual has to support this
development, proper respect for his or her interests and reconciling them in real time.
Shaping this new model for organization of life at every local level can provide a
solution for two interrelated strategic objectives:
Objective One is to change the contents of the state's economic and social policies to accommodate a shift to a regeneration trajectory of domestic development in a
way that would orient the whole regeneration process towards the ultimate goal of an
evolutionary reduction in the time elapsed between the emergence of needs (demand)
of every individual and their gratification. This would be achievable if new goods and
services were only produced upon request (order) from a specific individual. Achieving
this would require developing and implementing a new industrial policy program in
Russia and elsewhere - a program of re-industrialization of the whole production chain
from mining and resource production all the way to manufacturing of end-consumer
products. This would take a rapid transaction of production to top-of-the-line technical
solutions and technology associated with most recent and futuristic advances in science
and technology. Besides, the ultimate link in the chain of logistically connected production facilities should be small high-tech production outlets with distributed systems
that can be reassigned or re-adjusted in real time to match an incoming request from a
specific individual across the whole range of his or her needs, without producing any
excess. This is a new role for the private sector that would be most efficient in economic
and social terms. It is important for realization of this to come as soon as possible.
Objective Two has to do with creating everywhere at the local level a mechanism
for reconciling, in real time, the interests of all stakeholders - the government, the private sector, society and the end consumer - a specific individual. This would ensure that
a progressively smaller amount of issues to be resolved and information to be processed,
which cannot be handled at the local level, would be delegated up to regional, national,
or international level for reconciliation of various interests. This mechanism of matching the various interests alone would ensure a maximum level of information security.
The various interests should be matched (reconciled) using a common communication
infrastructure that is universal for all types of production and all consumers and which
would be based on digital information and communication technologies, broadband TV
and other innovations that are so widely talked about nowadays at all domestic and
international levels.
Figure 2 shows a new model of life organization at every local level, which in fact
also represents an earlier, the first, development paradigm, based on a direct link between production and consumption, albeit at a new level of technology.
Back in the end of the 2 0 century, when information technologies first emerged,
E. Toffier wrote that the day was near when every individual, sitting in from of a computer, would control the technological process of making products for one's personal
consumption, without producing anything in excess of what is needed. C. Perez wrote in
her book Technological Revolutions and Financial Capital that "technological revolutions that take place approximately every 50 years bear fruit with a delay. It takes two
or three decades of active adaptation and assimilation for new technologies, products,
sectors and infrastructure begin to contribute towards establishing a Golden Age, (une
belle epoque), an era of prosperity [11].
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Fig. 2. A new model of life organization at every local level
The currently prevailing concept of building an information-centric society in Russia has room for the individual only as a number, an identification code as a controlled
subject for the needs of government administration. Imposing on the individual electronic government services which may soon become as ineffective and unnecessary as
the existence of state-controlled corporations and the government's involvement in the
operations of the markets. This concept does not have room for the individual as the
producer and consumer of all goods and benefits, and does not provide for reconciling
the interests of all people in real time and space. However, the fact that the new Russian
Minister of Telecommunications and Mass Media Nikolai Nikiforov named actions to
eliminate digital inequality as the top priority for development of the industry is a great
step forward.
Ensuring digital equality of individuals, equal access to the benefits of civilization
based on specific requests, without producing any excess [goods or services] and reconciling their interests at the local level in the self-government format is the true democracy, and this should help eliminate all the systemic shortfalls of social and economic
development in Russia, Europe, Asia and the rest of the world. In turn, this should ensure data and other kinds of security for the individual, his or her immediate surroundings, region, country, and the world at large. In other words, targeted production using
the 21 -century technologies and e-commerce that first emerged in their nascent form
30 years ago, will once again return to the local level, to the household level, making it
more comfortable and safer for living in every corner of the world.
Implementation of this project would become a breakthrough into the future for
Russia as well as for the world at large, a future in which sustainable crisis-free development would finally become a tangible, logical reality rather than a pretty, abstract
slogan or myth. This will be a future that can and should be created here and now with
due regard for the interests of every individual, every country, and the whole world at
large. The important thing is not to miss the right moment once again, and prevent yet
another wave of a destructive crisis!
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